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NMH®OPMALIMOHHASA NAMATKA
AN ObYYAKOLWMNXCA ANA PASMELLEHUSA
HA O®PULINAJIbHbIX MHTEPHET-PECYPCAX

C kaxablM roaoM MoJ04eXWN B MHTEPHETE CTAaHOBUTbLCA 6OJ'IbLlJe, a LWKOJIbHNUKMN

O4HM N3 CaMbIX aKTUBHbIX NONb30BaTeNEN PyHeTa. Mexay TeM, MOMMMO OrPOMHOI0

Kon4yecTBa BO3MOXHOCTEN, MHTepHeT HeceT un npobnemMbl. DTa NaMaTKa AO0SKHA

nomoyb Tebe 6e30nacHO HaXoAUTbCS B CETU.

KoMnbloTepHble BUpYChI

KOMMNbIOTEPHbLIN BUPYC - 3TO pPa3HOBMAHOCTb KOMMbIOTEPHbLIX MNPOrpamm,

OTNIMYNTENbHON 0COBEHHOCTLIO KOTOPOM ABASETCA CNOCOBHOCTb K PAa3MHOXEHMUIO.

B AOMosIHEHME K 3TOMY, BMPYCbl MOMyT MOBPEeAUTb UMW MOMAHOCTbIO YHUYTOXUTb

BCe pansibl U AaHHblE, NOAKOHTPO/bHbIE NOJSIb30BATEND, OT MMEHU KOTOpPOro 6bina

3anyweHa 3apaXeHHasl NporpaMMa, a TakXe MOBpeauTb UAWU [axXe YHUUTOXWUTb

ONEepaUMOHHYI0 CUCTEMY CO BCEMWU (alnamm B UenoM. B 60nbLUIMHCTBE Cry4aes
pacnpoCTPaHAKTCS BUPYCbl Yepe3 MHTEpPHET.
MeToZbl 3aWMTbl OT BPEAOHOCHbIX NPOrpaMM:

1.

Ncnonb3yin coBpeMeHHble OrnepauMoHHble CUCTEMbI, UMEILWNE CePbeE3HbIN
YPOBEHb 3alWNTbl OT BPeAOHOCHbIX MPOrpamm;

MocTosaHHO ycTaHaBnuMBah naytM (uUMdpoBble 3annaTtkM, KOTOpble
aBTOMaTMYeCKM YCTaHaBNMBAKOTCA C Uenbto A0paboTkM nporpaMmmbl) u
apyrve obHoBEeHUs CBOel onepaumoHHOM cncteMbl. CKaumBam UX TObKO C
odbuvumanbHoro cavta paspabotumka OC. Ecim cywectByeT pexuM
aBTOMaTUYeCcKoro o6HOBNEHNSA, BKIOUYM €r0;

PaboTtali Ha cBOeM KOMMbKOTEPE MNOA4 MNpaBaMu MONb30OBaTesNsd, a He
aAMMHUCTpaTopa. DTO He MO3BOAUT HOMbLUMHCTBY BPeAOHOCHbIX MpOorpaMm
WHCTaNnIMpoBaTbCA Ha TBOEM MepCOHaNbHOM KOMIMbIOTEPE;

Ncnonb3yn aHTUBUPYCHbIE NporpamMmMmHble NpOAYKTbI N3BECTHbIX
npoussoanTenemn, ¢ aBTomaTnyeckmMm obHoeneHuem 6as;

OrpaHnyb dU3NYEeCcKnii 4OCTYN K KOMMNbOTEPY A7 MOCTOPOHHUX NunL;
Mcnonb3yn BHewHWe HocuTenn uHdopMaumm, Takume Kak dnewka, AUCK
nnn dann N3 NHTepHeTa, TONIbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

He oTKpbiBah KOMMblOTEPHblE aisbl, MNOJyYEHHble U3 HEHAAEXHbIX
NCTOYHMKOB. [axxe Te dannbl, KOTOpble Npucian TBOM 3HAKOMbIM. Jlyyuwe
YTOYHM Y Hero, oTnpasnsn nm oH Tebe umx.

Cetun WI-FI

Wi-Fi - 3TO He BMA nepegayvn paHHbIX, He TeXHOA0rus, a Bcero nunwb 6peHa,
Mapka. Ewe B 1991 roay HmaepnaHackas KOMMaHus 3aperucrpupoBana 6peHa
"WECA", u4to o0603Hauano cnosoco4dyetaHue "Wireless Fidelity", koTopbli
nepeBoauTCs Kak "6ecnpoBoaHasi TOYHOCTL".



[o Hawero BpeMeHun aowna Apyras abbpesmaTtypa, KoTopas SIB/ISIETCSA TaKOW Xe
TexHonormemn. 1o abbpesnatypa "Wi-Fi". Takoe Ha3zBaHue 6bI10 4AaHO C HAMEKOM
Ha CTaHAapT BbICWEW 3BYKOBOMW TexHukn Hi-Fi, 4yTo B nepeBoae oO3HauyaeT
"BblCcOKas TOYHOCTL".

[a, 6ecnnaTHbli WMHTEpPHET-AOCTYN B Kade, oTenax wn asponoprtax sBAseTcs
OT/INYHOW BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKCnepTbl CYMUTAOT, UTO
obwepnoctynHble Wi-Fi ceTn He aBnsa0TCS 6e30nacHbIMU.
CoseTbl No 6e3onacHocTn paboTbl B 06weaocTynHbix ceTsax Wi-fi:
1. He nepepnaBai CBOI NINYHYIO MHDOpPMaUnto Yepes obwenoctynHblie Wi-Fi
ceTn. PaboTtasa B HUMX, XenaTesibHO He BBOAMTb Maponum A0CTyna, NOrmHbI
N Kakne-To HoMepa;
1. Wcnonb3yi n 06HOBASAI aHTMBUPYCHblE NporpaMmbl n 6paHamayep. Tem
cambIM Tbl obe3onaculb cebs OT 3aKaykm BUpYyCa Ha TBOE YCTPONCTBO;
2. Mpu wucnonb3oBaHmn Wi-Fi oTknoum @yHkumio "O6wunii goctyn K
dannam u npuHTepam". [aHHas @yHKUMS 3aKpbiTa MO YMOJYaHUIO,
OlHAKO HeKOoTOopble rMoNb30BaTeIM aKTUBUPYIOT ee Ana yaobcrea
ncrnonb3oBaHusa B pabote nnn ydyebe;
3. He wucnonb3yin nybnumuHbin WI-FI ana nepegaun NMUHbIX AaHHbIX,
HanpuMep ANs BbIX04A B COUMANbHbIE CETU UN B NIEKTPOHHYIO MOYTY;
4. Ncnonb3ym TONbKO 3aumuleHHoe coeanHeHune vyepes HTTPS, a He HTTP,
T.e. Npu Habope Beb-agpeca BBoaM MMeHHO "https://";
5. B mobunbHoM TenedoHe oTkaoun dyHkumo "TogkntoueHme K Wi-Fi
aBToMaTnyeckm". He pgonyckan aBTOMATMUYECKOro  MNOAKOYEHUS
ycTporicTtea k cetam Wi-Fi 6e3 TBoero cornacus.

CouumanbHble ceTu

CounanbHble CeTU aKTUMBHO BXOAAT B Hally XW3Hb, MHOrve ntoam pabotaloT m
XXMBYT TaM MOCTOSIHHO, @ B Facebook yxe 3apernctpupoBaH MuUAnnapg 4Yeno.ek,
UTo ABNSETCA OAHOW CeAbMON BCEX XUTENeh nnaHeTbl. MHOrMe nonb3oBaTenn He
NOHUMAIOT, 4YTO MHMOpPMauMs, pa3MelleHHas UMW B COUMaNbHbIX CETAX, MOXeT
6bITb HageHa M WCNOMb30BaHa KeM YrogHo, B TOM 4ucie He obsizaTenbHO C
6narmmMm HaMepeHusMM.

OcHoOBHbIle coBeThbl N0 6€30NacHOCTM B COLMANbHbIX CETSAX:

1. OrpaHuyb cnucok apy3en. Y 1ebsa B Apy3bsAX HE AO/MKHO OblTb CNyYanmHbIX U
He3HaKOMbIX NoAewn;

2. 3awmuwan cBo YacTHYHO XM3Hb. He yka3biBan naponun, TenedoHsl, agpeca,
AaTy TBOEro poXAEHUA U APYTYI0 JINYHYIO MHPOPMaLUIO. 3N10YMbILLIEHHUKN
MOryT MCNOJSIb30BaTb Aaxe MHPOopMauUMo O TOM, KakK Tbl U TBOW poanTenU
naaHupyeTe NpoBECTU KaHUKYIbI;

3. 3awmwan CBOK penyTauuio - AEPXKN ee B YNCTOTe M 3agaBan cebe BonpocC:
xoTen 6bl Tbl, 4TO6bI ApyrMe nosb3oBaTenu BUAENWN, YTO Tbl 3arpyxaewb?
Moaymai, npexae 4yeM 4YTo-To onyb/mKkoBaTb, HaNUcaTb M 3arpy3unThb;

4. ECAn Tbl roBOpMULWb C MOABMWU, KOTOPbIX He 3Haelb, He WUCNOoNb3ylh CBOe
peasibHOe UMSA U APYryl NIMYHYK WMHOPMaUMKU: UMS, MECTO XUTeNbCTBa,
MecTO y4yebbl U npoyee;

5. N3berai pasmewennsa ¢otorpacduii B MIHTepHeTe, raoe Tbl M306paXkeH Ha
MEeCTHOCTM, MO KOTOPOWN MOXHO OnpeaennTb TBOE MECTOMONOXKEHNE;



6. lMpwn perncrtpaunun B couManbHOM ceTn Heo6XoAMMO MCNONb30BaTb COXHbIE
naponu, cocrosiwime u3 6yks n umdp 1 C KONMYECTBOM 3HAaKOB He MeHee 8;

7. [Ana coumanbHOW CeTWU, MOoYTbl U APYrMX CAanToB HEO6X0AMMO UCMOMb30BaThb
pasHble naponu. Toraa ecnu tebs B3/10MAlOT, TO 3N10YMbILWIEHHUKN NOAyYaT
AOCTYN TOSIbKO K OAHOMY MeCTy, a He BO BCe Cpa3sy.

ONEeKTPOHHLbIe AeHbIU

DNEeKTPOHHbIE AeHbMM - 3TO O4YeHb YAOO6HbIM crocob nnatexen, oaHakKo
CYLLEeCTBYOT MOLEHHUKN, KOTOPble XOTAT NOAYYUTb 3TU AEHbIN.

DNeKTPOHHble AeHbrn MNOoSBMANCL COBCEM HEAABHO WU WMMEHHO W3-3a 3TOro BO
MHOMMX rocyaapcrBax A0 CMX MOP He NMPOMMCaHO MPO HMUX B 3aKOHaXx.

B Poccuun xe OHU (PYHKUMOHUPYIOT M O HUX YXKEe MPOMMCaHO B 3aKOHe, rae mux
pa3fensitoT Ha HEeCKOJSIbKO BUAOB - @HOHUMHbIE U HE aHOHWMHbIe. PasHuua B TOM,
YTO AHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcs MpoBoAMTb onepauunn 6e3
naeHTMdurKaumm nonb3oBaTens, a B HEAHOHUMHbIX NAEHTUPUKAUNA NOb30BaTENS
aBnaeTca ob6sa3aTesibHON.

Takxe cieayetr  pas3nmyaTb  31EKTPOHHble  duaTHble  AeHbrn  (paBHbl
rocy4apCTBEHHbIM BasitoTaM) W 3/EKTPOHHble HeduaTHble AeHbrn (He paBHbI
rocyaapCTBEHHbIM BasitloTaM).

OcHoBHble coBeTbl Mo 6e3onacHom paboTe C 3INEKTPOHHbIMW AE€Hbramu:

1. MpuBsaxun K cyeTy MO6UNbHbIN TenedoH. DTO caMblil YA06HbIN N BbICTPLIN
cnocob BOCCTaHOBUTbL AOCTYN K cyeTy. [MpuBSA3aHHbIN TenedoH MOMOXET,
ecnn 3abygewb CBOW MAaTeXHbIA MNapofib WAWM 3algellb Ha CanuT C
HE3HaKOMOIro yCTpOWNCTBA;

2. Wcnonb3ylh opHopasoBble naponu. [locne nepexoda Ha YCUEHHYIO
aBTopm3aumio Tebe yxe He 6yaeT yrpoxaTb OMaCHOCTb KpaXu unn
nepexesaTta naaTeXHoro napons;

3. Bbibepn cnoxHblti naponb. [lpectynHukam 6yaeTr He npocTo yragaTb
CNIOXHbIN Naposib. HagexHble naponn - 3TO Naposn, KOTopble CoAepXaT He
MeHee 8 3HAKOB WM BKKYAKT B Cebs CTpOYHble M MpoOnuUcHble OYKBbI,
uMdpbl MU HECKONbKO CUMBONOB, TakKme KakK 3HaK gonnapa, @yHTa,
BOCKMUATEeNbHbIM 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NIMYHbIE AaHHbIE HA CaliTax, KOTOPbIM He AOBepsieLlb.

aneKTPOHHaﬂ no4yTa

DneKTpoHHas no4yta - 3TO TEXHONOrMs W npeaocTaBnsieMble €k YCayrm no
nepecbiIKe U NOAYYEHMUIO S/IEKTPOHHbBIX COOBLEHNIA, KOTOpblie pacnpeaenstoTcs B
KOMMbOTEPHON ceTU. OO6bIYHO 3NEeKTPOHHbLIA  MOYTOBLIA  SAWWMK  BbIMSAUT
cneayowmnm obpasoM: MMA_MNonb3oBaTenda@uMs_aoMeHa. TakxkKe KpoMe nepeaayduu
NpOCTOro TeKCTa, MMeeTCsl BO3MOXXHOCTb nepeaasaTb danibl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C aNEKTPOHHOW NMOYTON:

1. Hago Bbi6paTb nNpaBWAbHbIA MNOYTOBLIM CepBUC. B WHTepHeTe ecTb
OrpOMHbIM  Bbl6Op 6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Jlyylle
[0BepATb TEM, KOro 3HaelWb U KTO NepBbIn B peNTUHIE;

2. He ykasblBall B NIMYHOM MNoyTe NIMYHYO MHbOpMauuto. Hanpumep, nydwe
BblbpaTb "My3blkanbHbI_daHaT@" nnm "pok2013" BmecTo "temal3";



3. Ncnonb3yn AByxaTanHylo aBTopuM3aumio. DTO KOrAa NOMMMO Maponst HY>XHO
BBOAWUTb KOA, NpuUCbINaeMbin No SMS;

4. Bblbepu CNOXHbIA Naponb. NS Ka)xaoro NOo4YTOBOro siWwmKa AO/MKEH O6bITb
CBOW HaZEXHbI, YCTOMUYMBBIA K B3/IOMY Naposib;

5. Ecim  ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOW JIMYHbIA BOMPOC,
NCMONb3yN 3TY BO3MOXHOCTb;

6. Ncnonb3yin HECKOAbKO NOYTOBLIX SLWWKOB. [lepBblit 4N1S YaCcTHOW Nnepenucku
C agpecataMn, KOTOpPbIM Tbl AOBepsielb. DTO INEKTPOHHbIN agpec He Haao
NCNoNb30BaTb NpW perncrpaumm Ha popymax n camrtax;

7. He oTkpbiBa dannbl U Apyrne BIOXKEHUS B MUCbMax, AaXe ec/in OHWU
NpUWAM OT TBOUX Apy3en. Jlyyle yTOYHU Y HUX, OTNpaBNan n oHu Tebe
3Tn dannbl;

8. lMNocne okoH4YaHus paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbITUEM
BK/J1aAKM C CaTOM He 3abyab HaxaTb Ha "Bbiitn".

KnbepbynnuHr nunu BupTtyanbHoe usgeBaTtesibCTBO

KnbepbynnunHr - npecnegoBaHue cooblieHunsaMM, coaepkalnMm ockopbneHus,
arpeccuio, 3anyrmBaHume; XyJauraHcteo; counanbHoe 60MKOTMpPOBaHWE C NMOMOLLbIO
Pa3INYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kMbepbynanHrom:

1. He 6pocaica B 60oi. Jlyywmnit cnocob: nocoBeToBaTbCs Kak cebs Bectn
W, eC/IN HEeT TOro, K KOMY MOXXHO 06paTuTbCs, TO BHavane yCrnoKOUTbLCS.
Ecnn Tbl HayHewb oTBe4vYaTb OcCKopbneHMaAMM Ha ockopbneHus, TO
TONbKO elle 6onblue pasoxxKelb KOHMAUKT;

2. Ynpasnsun ceoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceTu MHuMas. CywecTBYIT Cnocobbl BbISCHUTb, KTO
CTOWUT 3@ @HOHUMHbIM aKKayHTOM;

4. He cTouT BeCcTM XynuraHckuin obpas BUPTyanbHOM XWU3HW. WNHTepHeT
puKkcmpyeT BCe TBOW AEUCTBUSA W COXpPaHAET uX. YaanuTb ux byaeTt
KpanHe 3aTpyAHUTESNbHO;

5. Cobntoaan ceoto BUPTyanbHYO YeCTb CMOSIOAY;

6. WrHopupy”n eauHuyHblin HeratmB. OpaHOpa3oBble 0OCKOPHUTENbHbIE
coobuweHnsa nydwe urHopuposaTtb. O6bIYHO arpeccusi npekpallaeTcs Ha
Ha4vasibHOM CTaauu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMWU COOBLLEHUAMU, B
couManbHbIX CeTAX eCTb BO3MOXHOCTb  6/10KMPOBKM  OTMpaBKM
coobueHn c onpeaeneHHbIX aapecos;

8. Ecnun Tbl cBnaetens knbepbynnuHra. TBouM AeNCTBUSA: BbICTYNUTb MPOTUB
npecnegosaTens, nokasaTb €My, 4YTO ero [AenCTBUS OLEHMBAKOTCH
HeraTMBHO, MOAAEPXaTb XepTBY, KOTOPOM HYXHa MCUXONornyeckas
nOMOLb, COO6WMTL B3pOC/biM O aKTe arpeccMBHOro noBeaeHuUs B
ceTu.

MobunbHbI TenedoH

CoBpeMeHHble CcMapTdOHbl M MNNaHwWeTbl coaepxaT B cebe BNosHe B3pPOC/bIN
dYHKUMOHANM, U Tenepb OHM MOryT KOHKYpupoBaTb CO CTaUMOHAPHbIMMU



KoMmnbloTepamm. OQHaKoO, CpeAcTB 3alnTbl AN NOAOOHbLIX YCTPOMCTB MOKa OYeHb
Mano. TecTMpoBaHME W TMOWUCK YSA3BUMOCTEM B HUX MPOUCXOAUT He Tak
WHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs n MOBUNbHbIX MPUITOXEHUN.
CoBpeMeHHble MO6uAbHble 6Gpay3epbl yXe MpaKTUYeCcKM A[OrHaaM HacTosbHble
aHanoru, OAHaKo pacwupeHue ddyHKUMOHana BnedyeTr 3a cobor 6onbliyto
CMIOXHOCTb M MEHbLUYIO 3alNLLEHHOCTD.

[Janeko He BCe nMpou3BOAUTENN BbINYCKalT OOHOBNEHMS, 3aKpblBawwme
KpUTUYECKNEe ySI3BUMOCTU ANsi CBOMX YCTPOMCTB.

OcHoOBHble coBeTbl AN 6e30nacHOCTU MO6MAbHOIro TenedoHa:

Huuero He siBnseTcsa no-Hactosiwemy 6ecnnaTHbIM. byab OCTOpOXeH, BeAb Koraa
Tebe npepnaratoT 6ecnnaTHbI KOHTEHT, B HeM MOryT O6blTb CKPbITbl Kakue-TO
niaaTHblE YCNyru;

dymai, npexae yeMm oTnpaeuTb SMS, d0OTO Mnm BUAEO. Tbl TOYHO 3HAELb, IAE OHMU
6yayT B KOHEYHOM mTore?

HeobxoammMo 06HOBMIATbL ONEPALIMOHHYIO CUCTEMY TBOENO CMapTdoHa;

Ncnonb3yn aHTUBUPYCHbIE NpOrpaMMbl AN MOBUNbHbBIX TenedoHOB;

He 3arpyxan npunoXeHus OT HEU3BECTHOro WCTOYHMKA, BeAb OHU MOryT
cogepxaTb BpeAOHOCHOe nporpaMMHoe obecrnedeHune;

Mocne Toro Kak Tbl BblAelWwb C CanTa, rae BBOAWA JIMYHYIO MHOpMaUMio, 3aiamn B
HacTpolikn 6pay3epa n yaanu cookies;

Mepnoanyeckn npoBepsin, Kakuve naaTHble YCAYyrM akKTMBMPOBaHbl Ha TBOEM
HOMepe;

[aBali cBoii HoMep MO6UABHOro TenedoHa TOAbKO AASM, KOTOPbIX Tbl 3Haelb U
KOMYy AoBepsiellb;

Bluetooth pgomxeH 6bITb BbIK/OYEH, KOraa Tbl MM He nonb3yewbcs. He 3abbiBai
WHOraa NpoBepsiTb 3TO.

Online nrpbl

CoBpeMeHHble OHNaMH-Urpbl - 3TO KpacouYHble, 3axBaTbiBalOWME pas3BlieYEeHUs,
obbeanHsaWNMe COTHM ThICAY 4YesioBeK Mo BceMy Mupy. Wrpokm wuccneaytor
AaHHbIN UM Mup, O6LAOTCA ApPYr C APYroM, BbIMOJSHAOT 3a4aHus, CpaXawTcs C
MOHCTPaMM M MNOSy4YaloT OMbIT. 3@ YAOBONLCTBME OHW MNATAT: MOKyNakT AMUCK,
onsiaymBatoT aboHeMeHT nnum nNpmobpeTatoT Kakme-To Onuun.

Bce 3T cpeactBa uAYyT Ha NoAAepXXaHWe W pasBUTME Urpbl, @ TakXe Ha camy
6e30nNacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPM3auMM, BbIMYCKAKTCA HOBble
natum (undposble 3annaTtkn Ana NporpamMM), 3aKpbiBaOTCA YSA3BMMOCTU CEPBEPOB.
B noaobHbIX mrpax CTOMT ornacaTbCs He CTO/bKO CBOMX COMEepHUKOB, CKOJIbKO
KpaXku TBOero naposs, Ha KOTOPOM OCHOBaHa cMcTteMa aBTopusaumm 60MbLLUNMHCTBA
nrp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOEro UrPOBOIr0 akKayHTa:

1. Ecnm gpyron nrpok BeaeTt cebsa nioxo unm cospaet tebe HenpusaTHOCTH,
3abn10KMpYyn ero B CNMCKEe UFPOKOB;

2. NMoxanynca agMMHUCTpaTopaM WIpbl Ha MJIOXoe nMoBeAeHne 3Toro
UrpoKa, >XenatenbHO MNPWIOXWUTb KakKuMe-TO pAoKasaTenbCcrBa B Buge
CKPWHOB;

3. He ykasbiBan NM4YHYO MHDOpMaLMIO B Npodansie urpbl;

4. YBaxalh ApYyruMx y4acTHUKOB MO Urpe;



5. He yctaHaBnvmBan HeoduuUManbHble NaTyn U MOAbI;

6. Ncnonb3yn CroxHble N pasHblie naposu;

7. Odaxe BO BpeMs WUrpbl He CTOUT OTK/HOYATb aHTuBupycC. [loka Thl
nurpaelb, TBOM KOMMNbIOTEP MOryT 3apa3unTb.

PUWKNHr nnn KpaXxa NMNYHbIX AaHHbIX

O6bl4yHOM KpaXkel geHer M AOKYMEHTOB CerofHs yXe HMKOro He yaAuBWLLb, HO C
pPasBUTUEM MHTEPHET-TEXHOIOMMIA 3/I0YMbILU/IEHHUKN NEPEMECTUINCE B UHTEPHET,
M NPOAOIHKAKOT 3aHMMaTbCA "MobuMbIM" aenom.

Tak nosiBUIacb HOBas yrposa: WHTepHeT-MOLEHHMYecTBa MM OULINHE, rnaBHas
Lenb KOTOPOro COCTOMT B NOMYYEHMN KOHPUAEHUMANbHbIX AaHHbIX NONb30oBaTenemn
- IOTMHOB W naponei. Ha aHrnuMnckom sasbike phishing umntaetca kak duwnHr (0T
fishing - peibHasa noens, password - Nnaponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULWKHIoOM:

1. Cnegn 3a CBOMM aKKayHTOM. Ecnu Tbl mogo3peBaellb, YTO TBOS aHKeTa
6blna B3N1OMaHa, TO Heobxoammo 3absiokupoBaTb €e U CcoobLWMTb
aAMUHMCTpaTopaM pecypca 06 3TOM KaK MOXHO CKOpee;

2. Wcnonb3yih 6e3onacHble Beb6-calnTbl, B TOM 4YunC/le, MHTEPHET-MarasnHoB
N NOUCKOBbIX CUCTEM;

3. Wcnonb3ylh CnoxHble M pasHble naponn. Takum obpasom, ecnu Tebs
B3/10MatOT, TO 3/10YMbILWNEHHMUKM Nony4yaT AOCTYN TONbKO K OAHOMY
TBOEMY NpOdUIIO B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nOManu, TO Heob6xoAMMO npeaynpeamTb BCEX CBOMX
3HaKOMbIX, KOTOpble aobaBneHbl y Tebss B Apy3bsX, O TOM, 4To Tebs
B3/10Maan 1, BO3MOXHO, OT TBOEro mMmeHum byaeT paccbinaTbCa cCnaMm u
CCbINTIKN Ha PULLINHIOBbIE CalThbl;

5. YcTtaHoBu HaaexHbIn naponb (PIN) Ha MOBunbHbIN TenedoH;

6. OTkOUYM coxpaHeHue napons B 6paysepe;

7. He oTKpbiBan annbl U gpyrve BAOXEHWUS B MUCbMaxX, AaXe eCclin OHU
NpUWAN OT TBOUX Apy3eln. Jlydwe yTOYHU Yy HUX, OTNPaBASAM N1 OHWU
Tebe 31K hannbl.

LUundposas penytauusn

Undposasa penytaumsa - 3TO HeraTMBHas MM NO3MTUBHAA uMHMOpMaumsa B CETU O
Tebe. KomnpomeTupywwas WHPOpMauus, pasMelleHHass B MWHTEpHeTe, MOXeT
cepbe3HbiM 06pa3oM OTpa3uTbCA Ha TBOEW peanbHOM XU3HU. "LUundposas
penyTtauma" - 3TO TBOWM UMUAX, KOTOpbIN dopMmumpyeTcs u3 nHdopmaumm o tebe B
WHTepHeTe.

TBOE MECTO XUTenbCTBa, y4yebbl, TBOe (MMHAHCOBOE MOJSIOXEHMUE, OCOBEHHOCTU
XapakTepa u pacckasbl 0 6IM3KNX - BCE 3TO HaKanJMBaeTCs B CETU.

MHorme nOAPOCTKM  JIEFKOMbICIEHHO  OTHOCATCA K nybnukaumm  nNUYHOM
nHdopMaumn B MHTEpHETE, HE NMOHUMas BO3MOXHbIX MOCNEeACTBMA. Tbl gaxe He
CMOXelb aoragatbCcs 0 ToM, 4To doTorpadus, pasmeweHHaa 5 net Hasag, crtana
NPUYNHOIM OTKa3a NpUHATb Tebsa Ha paboTy.

KoMmMmeHTapumn, pasmelieHme TBouX doTorpadpuii n apyrme AencTBus MOryT He
NCYE3HYTb Aaxke Mocne Toro, Kak Tbl UX yAanub. Tbl HE 3Haelb, KTO COXpaHWn



3Ty WMHpOpMaLMIo, Nonana Jin OHa B NOMCKOBbIE CUCTEMbI U COXpaHMNacb SN OHa,
a rnasHoe: 4To NogymarT o Tebe okpyxKawlwme nan, KoTopble HangyT U yBuasT
3T0. HanTu mHdoOpMaunio MHOro neT cnycrtsa cMoxeT nbor - Kak uM3 Ao6pbix
noby>xxaeHunn, Tak U C HAMEpeHMeM NPUYNHNTL Bpea. ITO MOXET bbITb KTO YrogHo.
OCHOBHbIe COBETbI MO 3aWuTe UMdpPoBOMN penyTauun:
1. Moaymain, npexae 4yeMm 4Tto-TO nNybnuMkoBaTb M NepepasaTb y cebs B
6nore nnu B counanbHOM CETH;
2. B HacTpoikax npoduns yCTaHOBM OrpaHWYEHUss Ha MNPOCMOTP TBOEro
Npoduisa n ero coaepXmnMoro, caenamnm ero Tonbko "anga apysen';
3. He pa3mMelian n He ykasbiBah MHHOpMaLUIO, KOTopas MOXeT Koro-nnbo
ockopbnatbe nnn obuxaTtsb.

ABTOpCKOE NpaBo

CoBpeMeHHble LIKOSTbHUKMN - aKTUBHbIE nonb3oBaTenu umMcdpoBoro
npoctpaHcTtea. OAHAKO Janeko He BCe 3HalT, YTO MNOb30BaHWE MHOMMMU
BO3MOXXHOCTSAMMU unmdposoro  Mupa  Tpebyer  cobntogeHus npas Ha
WHTEeNNEeKTyanbHYy CO6CTBEHHOCTD.

TepMuH "nHTennekTyanbHas CO6CTBEHHOCTb" OTHOCUTCSH K Pas/IMiYHbIM TBOPEHUSM
yesloBeYEeCKOro ymMa, HauymHasi C HOBbIX M306peTeHMid n 3HakoB, 0603HavaroWmMx
CO6CTBEHHOCTb Ha MPOAYKTbl M YCAYrM, W 3aKaHuMBas KHuramu, dortorpacdusamm,
KMHOMMNbMaMU U My3blKaslbHbIMW NPON3BEAEHUSAMMN.

ABTOpCKME nMpaBa - 3TO MpaBa Ha WHTEN/eKTyallbHYyl0 COBCTBEHHOCTb Ha
Nnpon3BeAeHNs HayKu, nutepaTypbl U UCKyCcCTBa. ABTOPCKME MpaBa BbICTyNaloT B
KayecTBe rapaHTuM TOro, YTO WHTENNEeKTyasbHbli/TBOPYECKUI Tpya aBTopa He
6yaeT HanpacHbiM, A[acT eMmy ChnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha
pe3ynbTaTtax CBOero TpyAa, MNONYy4YuUTb M3BECTHOCTb W Mpu3HaHuMe. HukTo 6e3
pa3pelweHMs aBTopa He MOXEeT BOCNpOM3BOAUTbL €ro  npousBeneHue,
pacnpocTpaHaTb, Ny6AMYHO AeMOHCTpupoBaTb, MpoAdaBaTb, WMMOPTUPOBAThb,
nyckaTtb B NpokaT, NMybJNMYHO WCNOSHATb, NOKa3blBaTb/MCNOMHATL B 3dupe mnum
pasMewartb B NIHTEpHeTe.

Mcnonb3oBaHne "mmpatckoro" nporpaMMHOro obecrnedeHuss MOXeT MNpUBECTU K
MHOIMM pUCKaM: OT MOTEPU AaHHbIX K TBOMM akkKayHTaMm A0 6/10KMPOBKWM TBOEro
yCTpONCTBa, rAe YCTAHOBJEHa HefnerajsbHasd nporpamMMma. He CcTouT Takxe
3abbiBaTb, 4YTO CYLLeCTBYKT feranbHble W 6ecnnaTtHble NporpamMMbl, KOTOpble
MO>XHO HalTN B CETU.

O noprane

CeTeBMYOK.pd - TBOW T/IAaBHbI COBETYMK B CETU. 34eCb Tbl MOXEWb Y3HaTb O
6€30NacHOCTM B CETM MOHSTHbIM W AOCTYMHbIM $I3bIKOM, @ MNPU BO3HWKHOBEHWUM
KPUTUYECKOW CUTyaumMm 06paTUTbCS 3a COBETOM. A TakKXe MPUHATb y4dacTue B
KOHKYpCax M CTaTb CaMbiM UMM POBLIM FpaxaaHNHOM!



